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WLAN Auditing Tools
	There are a variety of WLAN auditing tools including WLAN discovery tools which are localized utility software used to identify weak signals within a network. They display the address, vendor, channel, and access point name of the network. Also, they record the signal’s strength and the GPS coordinates (Qaissaunee & Shanehsaz, 2014). Secondly, they are supported by open operating systems and detect whether a network has been intruded by spyware. Monitoring using wireless discovery tools is also enabled using any wireless card. Therefore, it offers compatibility for data and packet logging. They include NetStumbler and Kismet. 
In addition, password encryption and decryption tools enable network administrators monitor the every user passwords on the network. To achieve this, traffic of the incoming and outgoing networks is monitored and decoded systematically. Besides, they have filtering systems that allow only certain network packets to pass through. They are supported by both open and closed OS that enables them to gather date in a closed network environment. Also, they determine breaches in the network security system such as anticipation of weak passwords. Storage of encrypted password is done in a window’s registry and decrypted by executing utility command lines. They include WinSniffer, L0phtcrack, LRC and Ettercap tools (SANS Institute, 2003).
Thirdly, share enumerators are WLAN tools that scan the OS to establish files that are shared within the network. Network attacks are identified and redefined using a registry framework characterized by files that have similar root directories. Fourthly, network management and control tools enable .remote access of networks through localized servers. They are applicable in virus detection, firewalls, web servers, and email servers systems. They achieve by shutting down affected computers remotely.
Fifthly, wireless protocol analyzers are tools that gather, filter, and decode packets of data through real-time execution. Multiple frequency bands resonate through the networks to prevent communication between the access points and the network. They are appropriate for networks that have their security features not configured correctly. Also, exposed IP addresses are protected by the hardware and software cells within the network. Scanning carried using finger prints and systems’ ports and generates reports on the vulnerabilities that can be exploited by robots. They include: AirMagnet, Epiphany CeNiffer, Ethereal, Network Instrument Observer, and Wildpackets Airopeek.
Additionally, RF jamming tools enables auditing by forcing users to roam through the introduced interferences. The noisy environment examines the stability of the network. These interferences are connected to high gain antennas within the system. Also, hijacking tools are used to jam foreign signals that might be a threat to the users. They include: ZoomAir AP, Cqure AP, and Orinoco Client Utility. Moreover, WEP decryption tools contain a significant amount of binary data that can stream through physical security environments. Besides, operating system exploit tools are used to scan these systems to point out areas within the network that can be exploited by hackers (Susan, 2016). They sets the OS to their default settings through remote connections embedded within the WLAN environment. They also run checks when the OS is being updates online. Home-plug devices are incorporated within the electrical wiring of a system to enable transmission of packets of a data that give feedback to the network administrators. The sweep time of transmission enables network IDs to sent spontaneously to a centralized control system.
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